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1
AUTHENTICATION BASED ON PREVIOUS
AUTHENTICATIONS

This application is a continuation application claiming pri-
ority to Ser. No. 11/741,516, filed Apr. 27, 2007, now U.S.
Pat. No. 8,726,347 issued May 13, 2014.

FIELD OF INVENTION

The present invention is in the field of data processing
systems and, in particular, to systems, methods and media for
implementing a cascading authentication system for authen-
ticating users to a server based on previous authentications to
other servers by the user.

BACKGROUND

Computer systems are well known in the art and have
attained widespread use for providing computer power to
many segments of today’s modern society. As advances in
semiconductor processing and computer architecture con-
tinue to push the performance of computer hardware higher,
more sophisticated computer software has evolved to take
advantage of the higher performance of the hardware, result-
ing in computer systems that continue to increase in complex-
ity and power. Computer systems have thus evolved into
extremely sophisticated devices that may be found in many
different settings.

Many organizations utilize server computer systems for
more complicated tasks such as providing e-commerce web-
sites, providing complex multi-user applications, maintain-
ing large databases, or performing other resource-intensive
tasks. Organizations with significant computing needs often
have many servers performing a wide variety of tasks with the
servers communicating with each other via a network such as
a local area network (LAN). In these systems, individual
users may interact with the servers to access various system
resources, such as applications, databases, or other resources,
so that the systems resources may be shared by multiple users.

Users often arrive at their target server (i.e., the software
server to which they desire to gain access) by successfully
navigating authentications at multiple levels. A user, for
example, desiring to access a target server which is a database
may have to first authenticate to their computer’s operating
system, next authenticate to a Virtual Private Network (VPN)
from the Internet to access a corporate network, then authen-
ticate to a firewall to access a lab, and lastly authentication
with the database residing on a machine in the lab. Other
authentication steps are possible, such as establishing a
remote control session to login to a remote machine, a remote
shell session such as with SSH or Telnet, or other steps.

Such a system of cascading authentications, however, can
result in security risks if a hacker can “skip” layers and begin
their authentication attempt from as few layers from the target
server as possible. If someone desires to masquerade as a
particular user, for example, it is much easier to guess or
obtain one set of credentials rather than multiple sets (assum-
ing different credentials at each layer). It is accordingly typi-
cally easier to gain unauthorized access as an “insider” in part
because there are fewer layers. In an illustrative example, a
system with four layers of authentication can be assumed: an
outer wall with a 95% chance of stopping a hacker, an inner
firewall with a 93% chance, a secure system with a 90%
chance, and application-level authentication with an 85%
chance. The cumulative probability of making all the way
from the outside to the application is one minus the chance of
getting stopped at each point, cascaded through the system,
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2
resulting in a probability of (0.05)(0.07)(0.10)(0.15)=
0.0000525. In contrast, an insider in this example with direct
access to the application would have a 15% chance (0.15) of
penetrating the application as they avoid the previous levels of
authentication.

System designers have attempted to solve the problem of
hackers skipping levels of authentication by emulating an
insider. One known solution is to allow authentication only
from a defined IP or MAC address to limit access to the
specified address. This solution, however, is often not practi-
cal, particularly when a VPN is involved. Moreover, this
solution is insufficient when the authorized machine is
shared, does not take full advantage of all of the authentica-
tion layers, and can be easily spoofed. Another known solu-
tion is to require additional authentication, such as a smart
card or other device. This solution, however, requires signifi-
cant infrastructure costs and adds to user inconvenience. Both
of'these problems are exacerbated if the user has to be authen-
ticating multiple layers as a separate smart card would typi-
cally be required for each of the multiple layers.

SUMMARY OF THE INVENTION

The problems identified above are in large part addressed
by systems, methods and media for authenticating a user to a
server based on previous authentications to other servers.
Embodiments of a method for authenticating a user to a server
may include receiving a request to authenticate the user to the
server and determining whether authenticating the user
requires matching an authentication plan. If a plan is required,
the method may also include accessing a stored authentica-
tion plan with authentication records each having expected
information relating to user access to a different, particular
server at a previous layer of authentication than the target
server. The method may also include receiving an indication
of the user’s current authentication plan from an authentica-
tion store where the plan has authorization records each hav-
ing current information relating to user access to a particular,
different server at a previous layer of authentication than the
target server. Embodiments of the method may also include
comparing the stored authentication plan with the received
current authentication plan to determine whether they match
and, in response to a match, authenticating the user.

Another embodiment provides a computer program prod-
uct comprising a computer-useable medium having a com-
puter readable program wherein the computer readable pro-
gram, when executed on a computer, causes the computer to
perform a series of operations for authenticating a user to a
server. The series of operations generally includes receiving a
request to authenticate the user to the server and determining
whether authenticating the user requires matching an authen-
tication plan. If a planis required, the series of operations may
also include accessing a stored authentication plan with
authentication records each having expected information
relating to user access to a different, particular server at a
previous layer of authentication than the target server.
Embodiments of the series of operations may also include
receiving an indication of the user’s current authentication
plan from an authentication store where the plan has autho-
rization records each having current information relating to
user access to a particular, different server at a previous layer
of authentication than the target server. Embodiments of the
series of operations may also include comparing the stored
authentication plan with the received current authentication
plan to determine whether they match and, in response to a
match, authenticating the user.
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A further embodiment provides a cascading authentication
system. The cascading authentication system may include a
target server having an authentication plan manager to access
a stored authentication plan associated with a user requesting
access to the target server, where the stored authentication
plan includes one or more authentication records each having
expected information relating to access by a user to a differ-
ent, particular server at a previous layer of authentication than
the target server. The cascading authentication system may
also include an authentication store to store a current authen-
tication plan associated with the user, where the current
authentication plan includes one or more authentication
records each having current information relating to access by
a user to a different, particular server at a previous layer of
authentication than the target server. Embodiments of the
cascading authentication system may also include an authen-
tication store manager to provide the current authentication
plan associated with a particular user to the authentication
plan manager of the target server, where the authentication
plan manager of the target server determines whether to
authenticate a user based on a comparison between the stored
authentication plan for the user and the current authentication
plan for the user.

Another embodiment provides a method for authenticating
a user to a target server. Embodiments of the method may
include performing an authentication step for one or more
servers at a previous layer of authentication to the target
server and storing an authentication event record for each
performed authentication step in an authentication store.
Embodiments of the method may also include attempting to
authenticate to the target server, where the target server
requires an authentication plan associated with the user.
Embodiments of the method may also include receiving an
indication of whether access to the target server was granted.

BRIEF DESCRIPTION OF THE DRAWINGS

Aspects of certain embodiments of the invention will
become apparent upon reading the following detailed
description and upon reference to the accompanying draw-
ings in which like references may indicate similar elements:

FIG. 1 depicts an environment for a cascading authentica-
tion system with a user computer system, a plurality of target
servers, and an authentication store according to some
embodiments;

FIG. 2 depicts a block diagram of one embodiment of a
computer system suitable for use as a component of the cas-
cading authentication system;

FIG. 3 depicts a conceptual illustration of software com-
ponents of an authentication plan manager according to some
embodiments;

FIG. 4 depicts a conceptual illustration of software com-
ponents of an authentication store manager according to some
embodiments;

FIG. 5 depicts an example of a flow chart for creating an
authentication plan for a particular user and target server
according to some embodiments;

FIG. 6 depicts an example of a flow chart for authenticating
to a target server by a user according to some embodiments;
and

FIG. 7 depicts an example of a flow chart for authenticating
a user by a target server to some embodiments.

DETAILED DESCRIPTION OF EMBODIMENTS

The following is a detailed description of example embodi-
ments of the invention depicted in the accompanying draw-
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4

ings. The example embodiments are in such detail as to
clearly communicate the invention. However, the amount of
detail offered is not intended to limit the anticipated varia-
tions of embodiments; on the contrary, the intention is to
cover all modifications, equivalents, and alternatives falling
within the spirit and scope of the present invention as defined
by the appended claims. The descriptions below are designed
to make such embodiments obvious to a person of ordinary
skill in the art.

Generally speaking, systems, methods and media for
authenticating a user to a server based on previous authenti-
cations to other servers are disclosed. Embodiments of a
method for authenticating a user to a server may include
receiving a request to authenticate the user to the server and
determining whether authenticating the user requires match-
ing an authentication plan. If a plan is required, the method
may also include accessing a stored authentication plan with
authentication records each having expected information
relating to user access to a different, particular server at a
previous layer of authentication than the target server. The
method may also include receiving an indication of the user’s
current authentication plan from an authentication store
where the plan has authorization records each having current
information relating to user access to a different server, par-
ticular server at a previous layer of authentication than the
target server. Embodiments of the method may also include
comparing the stored authentication plan with the received
current authentication plan to determine whether they match
and, in response to a match, authenticating the user.

The system and methodology of the disclosed embodi-
ments allows for effective and efficient authentication of a
user to a target server by relying on other, previously-made
authentications to other servers. Target servers according to
the disclosed embodiments are given the ability to check for
and require previous layers of authentication according to a
pre-established authentication plan before authenticating a
user. This solution assists in preventing hackers or others
from bypassing earlier layers of authentication, such as by
posing as an ‘insider’, increasing the overall security of the
target server. The inside layers of a tiered authorization sys-
tem may thus be made more secure than previous systems as
the inside layers may more directly benefit from authorization
schemes of previous layers. In cases where business or user-
specified rules dictate that a user must go through multiple
defined layers of authentication, the disclosed system and
methodology may enhance security, particularly from insid-
ers.

In general, the routines executed to implement the embodi-
ments of the invention, may be part of a specific application,
component, program, module, object, or sequence of instruc-
tions. The computer program of the present invention typi-
cally is comprised of a multitude of instructions that will be
translated by the native computer into a machine-readable
format and hence executable instructions. Also, programs are
comprised of variables and data structures that either reside
locally to the program or are found in memory or on storage
devices. In addition, various programs described herein may
be identified based upon the application for which they are
implemented in a specific embodiment of the invention. How-
ever, it should be appreciated that any particular program
nomenclature herein is used merely for convenience, and thus
the invention should not be limited to use solely in any spe-
cific application identified and/or implied by such nomencla-
ture.

While specific embodiments will be described below with
reference to particular configurations of hardware and/or
software, those of skill in the art will realize that embodi-



US 9,094,393 B2

5

ments of the present invention may advantageously be imple-
mented with other substantially equivalent hardware, soft-
ware systems, manual operations, or any combination of any
or all of these. The invention can take the form of an entirely
hardware embodiment, an entirely software embodiment or
an embodiment containing both hardware and software ele-
ments. In a preferred embodiment, the invention is imple-
mented in software, which includes but it not limited to firm-
ware, resident software, microcode, etc.

Aspects of the invention described herein may be stored or
distributed on computer-readable medium as well as distrib-
uted electronically over the Internet or over other networks,
including wireless networks. Data structures and transmis-
sion of data (including wireless transmission) particular to
aspects of the invention are also encompassed within the
scope of the invention. Furthermore, the invention can take
the form of a computer program product accessible from a
computer-readable medium providing program code for use
by or in connection with a computer or any instruction execu-
tion system. For the purposes of this description, a computer-
usable or computer readable medium can be any apparatus
that can contain, store, communicate, propagate, or transport
the program for use by or in connection with the instruction
execution system, apparatus, or device. The medium may be
an electronic, magnetic, optical, electromagnetic, infrared, or
semiconductor system (or apparatus or device) or a propaga-
tion medium. Examples of a computer-readable medium
include a semiconductor or solid state memory, magnetic
tape, a removable computer diskette, a random access
memory (RAM), a read-only memory (ROM), a rigid mag-
netic disk and an optical disk. Current examples of optical
disks include compact disk-read only memory (CD-ROM),
compact disk-read/write (CD-R/W) and DVD.

Each software program described herein may be operated
on any type of data processing system, such as a personal
computer, server, etc. A data processing system suitable for
storing and/or executing program code may include at least
one processor coupled directly or indirectly to memory ele-
ments through a system bus. The memory elements may
include local memory employed during execution of the pro-
gram code, bulk storage, and cache memories which provide
temporary storage of at least some program code in order to
reduce the number of times code must be retrieved from bulk
storage during execution. Input/output (I/O) devices (includ-
ing but not limited to keyboards, displays, pointing devices,
etc.) may be coupled to the system either directly or through
intervening 1/O controllers. Network adapters may also be
coupled to the system to enable the data processing system to
become coupled to other data processing systems or remote
printers or storage devices though intervening private or pub-
lic networks, including wireless networks. Modems, cable
modems and Ethernet cards are just a few of the currently
available types of network adapters.

Turning now to the drawings, FIG. 1 depicts an environ-
ment for a cascading authentication system with a user com-
puter system, a plurality of target servers, and an authentica-
tion store according to some embodiments. In the depicted
embodiment, the cascading authentication system 100
includes a user computer system 102 and a plurality of target
servers 106 in communication via network 104. Target serv-
ers 106, as will be described subsequently, are servers in the
software sense rather than in the machine classification sense
and thus may be considered a software entity (e.g., applica-
tion, operating system, network interface, etc.) for which
authentication may be required for access. The user computer
system 102 and/or target servers 106 may also be in commu-
nication with an authentication store 108 via network 104.
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A user of the user computer system 102 may desire to
access a particular target server 106 that is one or more layers
down in a series of target servers 106, such as a database target
server 106 protected by a firewall target server 106 and an
operating system authentication protocol. As will be
described in more detail subsequently, the disclosed system
may advantageously require information about authentica-
tions at lower levels of target server 106 before providing
authentication to a particular target server 106, such as by
requiring information about the user’s authentication to the
firewall or operating system target servers 106 before authen-
ticating to a database target server 106. To accomplish this,
the target server 106 may compare a previously stored
authentication plan with information about the user’s current
authentications to determine if they match. If they do not
match, the target server 106 may deny access as the user may
be posing as an insider to skip multiple levels of authentica-
tion while if they do match, the user may be authenticated to
the target server 106. Authentication plans may include one or
more defined authentication steps that must be performed
before a user is allowed to authenticate. An example authen-
tication plan may require, say, that a user must first authenti-
cate at server A before server B, which may be independent of
server A, allows the user to authenticate, even if the creden-
tials are otherwise perfect. An authentication plan may
require as many steps as is needed or a user or target server
106 desires.

Users may utilize a user computer system 102 according to
the present embodiments to facilitate gaining access to a
target server 106 via authentication. User computer system
102 may be a personal computer system or other computer
system adapted to execute computer programs, such as a
personal computer, workstation, server, notebook or laptop
computer, desktop computer, personal digital assistant
(PDA), mobile phone, wireless device, or set-top box. A user
may interact with the user computer system 102 via a user
interface to, for example, request access to a target server 106
or to receive information about whether access was granted
from the target server 106. User computer system 102 may be
in communication with network 104 for transmitting and
receiving information.

The user computer system 102 may include an authentica-
tion store manager 112 to facilitate cascading authentication.
The authentication store manager 112, which will be
described in more detail in relation to FIG. 4, may provide for
interaction with target servers 106 and/or the authentication
store 108. The authentication store manager 112 may, for
example, store an authentication event record for each per-
formed authentication step in the authentication store 108.
The authentication store manager 112 may also interact with
target servers 106, such as when a target server 106 grants or
denies access, requests or establishes an authentication plan,
or requests resolution of a discrepancy between an authenti-
cation plan and the user’s current authentications. The
authentication store manager 112 may thus serve as a trusted
source of authorization information for authorization mecha-
nisms of various target servers 106 that request such infor-
mation.

Network 104 may be any type of data communications
channel or combination of channels, such as the Internet, an
intranet, a LAN, a WAN, an Ethernet network, a wireless
network, telephone network, a proprietary network, or a
broadband cable network. In one example, a LAN may be
particularly useful as a network 104 between a user computer
system 102 and target servers 106 in a corporate environment
to facilitate communication within the organization, while in
other examples network 104 may connect a user computer
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system 102 with a Web-based authentication store 108 with
the Internet serving as network 104. Those skilled in the art
will recognize, however, that the invention described herein
may be implemented utilizing any type or combination of
data communications channel(s) without departure from the
scope and spirit of the invention.

As described previously, target servers 106 are software
entities for which authentication may be required, and
granted, in order to access resources of each target server 106.
Target servers 106 may include a wide variety of software
entities, including operating systems, databases, firewalls,
virtual private networks (VPNs), networks, applications, or
other entities. One or more target servers 106 may be imple-
mented on server computer systems such as an International
Business Machine Corporation (IBM) IBM Websphere®
application server as well as any other type of computer
system (such as described in relation to FIG. 2). As depicted
in FIG. 1, the target servers 106 may be nested in layers so that
access to an inner target server 106 first requires access to
outer (in FIG. 1), lower level target servers 106. In the
depicted embodiment, for example, access to the target server
106 at level 3 would also require access to the target servers
106 at levels 1 and 2.

Each target server 106 may include an authentication plan
manager 110 to access a stored authentication plan associated
with a user requesting access to the target server 106. The
stored authentication plan may include one or more authen-
tication records each having expected information relating to
access by a user to a different target server 106 at a previous
layer of authentication than the target server 106. The authen-
tication plan manager 110 may provide a current authentica-
tion plan representing the user’s current authentication situ-
ation from the authentication store manager 112 (which itself
may access the current authentication plan from the authen-
tication store 108). The authentication plan manager 110 may
also determine whether to authenticate a user based on a
comparison between the stored authentication plan and the
current authentication plan. By comparing an expected stored
authentication plan with a current authentication plan, the
authentication plan manager 110 may ascertain whether a
user has properly authenticated at lower levels of target server
106 and may deny access to such user even if their other
credentials (such as passwords) are correct, providing
improved security for the target server 106.

Some target servers 106, such as legacy systems, may not
have an authentication plan manager 110 and thus do not ask
for the relevant authentication plans, but the authentications
from these target servers 106 may still be used by subsequent
target servers 106 to enhance their security. The disclosed
system is thus compatible with existing infrastructure as tar-
get servers 106 that have not implemented the disclosed sys-
tem will not request authentication information and instead
will perform authentication normally. As depicted in FIG. 1,
some target servers 106 in one cascading authentication sys-
tem 100 may have an authentication plan manager 110 (and
thus have implemented the disclosed system) while others do
not.

Authentication store 108 may include any type or combi-
nation of storage devices, including volatile or non-volatile
storage such as hard drives, storage area networks, memory,
fixed or removable storage, or other storage devices. The
authentication store 108 in some embodiments may be an
encrypted database of disparate local and remote authentica-
tion information that can be written to and read by a trusted
source such as the authentication store manager 112 on behalf
of any authorized authentication mechanism that requests it.
The authentication store 108 may be located in a variety of
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positions with the cascading authentication system 100, such
as being a stand-alone component (perhaps implemented by a
trusted third party on a remote server or network of servers) or
part of the user computer system 102 or authentication store
manager 112.

FIG. 2 depicts a block diagram of one embodiment of a
computer system 200 suitable for use as a component of the
cascading authentication system. Other possibilities for the
computer system 200 are possible, including a computer hav-
ing capabilities other than those ascribed herein and possibly
beyond those capabilities, and they may, in other embodi-
ments, be any combination of processing devices such as
workstations, servers, mainframe computers, notebook or
laptop computers, desktop computers, PDAs, mobile phones,
wireless devices, set-top boxes, or the like. At least certain of
the components of computer system 200 may be mounted on
a multi-layer planar or motherboard (which may itself be
mounted on the chassis) to provide a means for electrically
interconnecting the components of the computer system 200.
Computer system 200 may be utilized to implement one or
more target servers 106, a user computer system 102, and/or
an authentication store 108.

In the depicted embodiment, the computer system 200
includes a processor 202, storage 204, memory 206, a user
interface adapter 208, and a display adapter 210 connected to
a bus 212 or other interconnect. The bus 212 facilitates com-
munication between the processor 202 and other components
of the computer system 200, as well as communication
between components. Processor 202 may include one or more
system central processing units (CPUs) or processors to
execute instructions, such as an IBM® PowerPC™ proces-
sor, an Intel Pentium® processor, an Advanced Micro
Devices Inc. processor or any other suitable processor. The
processor 202 may utilize storage 204, which may be non-
volatile storage such as one or more hard drives, tape drives,
diskette drives, CD-ROM drive, DVD-ROM drive, or the like.
The processor 202 may also be connected to memory 206 via
bus 212, such as via a memory controller hub (MCH). System
memory 206 may include volatile memory such as random
access memory (RAM) or double data rate (DDR) synchro-
nous dynamic random access memory (SDRAM). In the dis-
closed systems, for example, a processor 202 may execute
instructions to perform functions of the authentication store
manager 112, such as by interacting with an authentication
store 108, and may temporarily or permanently store infor-
mation during its calculations or results after calculations in
storage 204 or memory 206. All of part of the authentication
store manager 112, for example, may be stored in memory
206 during execution of its routines.

The user interface adapter 208 may connect the processor
202 with user interface devices such as a mouse 220 or key-
board 222. The user interface adapter 208 may also connect
with other types of user input devices, such as touch pads,
touch sensitive screens, electronic pens, microphones, etc. A
user of a client 102 requesting access to a target server 106 or
resolving an authentication plan conflict, for example, may
utilize the keyboard 222 and mouse 220 to interact with the
computer systems. The bus 212 may also connect the proces-
sor 202 to a display, such as an LCD display or CRT monitor,
via the display adapter 210.

While the authentication store manager 112 is depicted as
located in the processor 202 in FIG. 2 (such as a component of
the BIOS), one of ordinary skill in the art will recognize that
other alternatives are possible. In preferred embodiments, the
authentication store manager 112 may execute in a location
with a sufficient level of security so as to minimize the pos-
sibility of hacking. Because the authentication store manager
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112 is trusted to provide accurate information from the
authentication store 108, it may preferably be implemented
by a trusted party with trusted encryption and also exchange
private keys (or other suitable encryption method) with each
target server 106 that is authenticated to prevent spoofing
these records. The authentication store manager 112 may thus
be implemented at low level in the hardware (BIOS) as
depicted in FIG. 2, in an operating system (i.e., kernel), or by
athird party such as VeriSign, Inc. or a corporate Lightweight
Directory Access Protocol (LDAP) directory extension.
Because of firewalls and other limited degrees of network
visibility, proxy authentication store managers 112 may be
required to bridge across networks to field requests.

FIG. 3 depicts a conceptual illustration of software com-
ponents of an authentication plan manager 110 according to
some embodiments. As described previously (and in more
detail in relation to FIG. 7), the authentication plan manager
110 may authenticate a user based on a stored authentication
plan and a user’s current authentications as found in the
authentication store 108. The authentication plan manager
110 may include an authentication store manager interface
module 302, auser computer system interface module 304, an
authentication plan repository 306, and an authentication
module 308. The authentication store manager interface mod-
ule 302 may provide for communication to and from the
authentication store 108 via the authentication store manager
112, thus serving as an interface between the authentication
store 108 and other components of the authentication plan
manager 110. The user computer system interface module
304 may provide for communication to and from a user com-
puter system, including receiving requests for access to the
target server 106 and transmitting an indication of whether
access was granted to the user. The functionality of the
authentication store manager interface module 302 and the
user computer system interface module 304 may be com-
bined into one module in some embodiments, such as when
the user computer system 102 includes the authentication
store manager 112.

The authentication module 308 may provide a variety of
functions to facilitate authentication of a user according to the
present embodiments. The authentication module 308 may
store and access authentication plans associated with a plu-
rality of users in the authentication plan repository 306. The
authentication module 308 may store an authentication plan
when it is received from a user or when it is developed for a
user (or in conjunction with a user), and may access a stored
authentication plan in response to a user requesting access to
the target server 106 implementing the authentication plan
manager 110. After the user computer system interface mod-
ule 304 receives an authentication request from a user, the
authentication module 308 may access the stored authentica-
tion plan for that user from the authentication plan repository
306 and compare that plan to a current authentication plan
(received by the authentication store manager interface mod-
ule 302).

FIG. 4 depicts a conceptual illustration of software com-
ponents of an authentication store manager 112 according to
some embodiments. As described previously (and in more
detail in relation to FIG. 6), the authentication store manager
112 may facilitate storing and managing authentication infor-
mation relating to a user’s authentication of a plurality of
target servers 106 by managing the authentication store 108.
The authentication store manager 112 may include a user
interface module 402, an authentication store interface mod-
ule 404, a server interface module 406, an authentication
event monitor 408, and an authentication plan generator 410.
The user interface module 402 may facilitate communication
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to and from a user, including receiving requests for access to
a target server 106 and transmitting an indication that access
was granted or denied, that an authentication plan needs to be
created or modified, or other information. The authentication
store interface module 404 may facilitate communication to
and from the authentication store 108, including storing an
indication of authentication events in the authentication store
108 and accessing authentication plans upon request of an
authenticating entity such as a target server 106. The server
interface module 406 may facilitate communication between
a target server 106 (and its authentication plan manager 110)
and the authentication store manager 112. The three interface
modules 402, 404, and 406 may each provide communication
between components of the authentication store manager 112
and outside entities, and their functionality may be combined
or divided in any fashion.

The authentication event monitor 408 may monitor a user’s
performed authentication steps (e.g., entering a password,
using a smart card, etc.) and may store an encrypted indica-
tion of such steps in the authentication store 108 (via the
authentication store interface module 404). In some embodi-
ments, the authentication event monitor 408 may at every
authentication step create an encrypted event record for stor-
age in the authentication store 108 with information that
subsequent layers of authentication may request. The infor-
mation in the authentication record may include one or more
of'a unique record identifier for internal management use, one
or more target server 106 identifiers (such as MAC address,
server type, server identifier, server group, IP address, etc.),
one or more user identifiers (such as a user name, group name,
etc.), one or more authentication event facts (such as the
number of failed authentication attempts prior to successful
login, timestamp local to the authentication store 108, etc.,) or
other information.

The authentication plan generator 410 may facilitate cre-
ation and maintenance of an authentication plan for a user. A
user may create a plan if required or allowed by a target server
106, such as by identifying current records in their authenti-
cation store that should be used in the authentication plan for
the particular target server 106. In some embodiments, an
administrator of the target server 106 may have pre-estab-
lished the required authentication steps required in any
authentication plan. A server administrator could require, for
example, that the authentication plan include at least server
types BIOS, OS, VPN, and FIREWALL, and perhaps further
pre-known information such as a specific VPN server group
or firewall IP address. A user may also request additional
steps be included beyond those required by a target server 106
for the user’s protection.

FIG. 5 depicts an example of a flow chart 500 for creating
an authentication plan for a particular user and target server
according to some embodiments. The method of flow chart
500 may be performed, in one embodiment, by components
of the cascading authentication system 100 such as the
authentication plan manager 110 and the authentication store
manager 112. Flow chart 500 begins with element 502,
receiving a request to create an authentication plan for a
particular server. The request for an authentication plan may
be received from a target server 106 attempting to inform a
user that an authentication plan is required or it may be
received from a user requesting to establish an authentication
plan with a particular target server 106.

At decision block 504, the authentication store manager
112 may determine whether any authentication records cur-
rent exist for the particular user and other levels of authenti-
cation. If so, the authentication store manager 112 may
present the current list of existing authentication records
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(from the authentication store 108) to the user so that the user
may select which authentication events they would like to
include in the authentication plan for the target server 106.
The authentication store manager 112 may receive an identi-
fication of the current records in the authentication store 108
that will be used in the authentication plan at element 506.
The target server 108 may also require particular authentica-
tion events from the user in addition to those chosen by the
user. At element 508, the authentication plan generator 410 of
the authentication store manager 112 may create the authen-
tication plan based on the preferences and selections of the
user and the target server 106.

After the authentication plan has been created, the server
interface module 406 of the authentication store manager 112
may then transmit the plan to the target server 106 at element
510. At element 512, the target server 106 may receive the
authentication plan and store the plan in the authentication
plan repository 306 at element 514, after which the method
terminates. The authentication plan repository 306 may serve
as storage for a variety of authentication plans for many users
in some embodiments.

FIG. 6 depicts an example of a flow chart 600 for authen-
ticating to a target server by a user according to some embodi-
ments. The method of flow chart 600 may be performed, in
one embodiment, by components of the cascading authenti-
cation system 100 such as the authentication store manager
112. Flow chart 600 begins with optional element 602, updat-
ing authentication records in the authentication store 108. The
authentication store manager 112 may update the authentica-
tion records for a variety of reasons. In some embodiments,
for example, the authentication store manager 112 may
attempt to avoid stale information by deleting the authentica-
tion record whenever a target server 106 that has been authen-
ticated is logged our disconnected or whenever a target server
106 earlier in the authentication plan is similarly logged out or
disconnected. In these embodiments, the authentication
record may first be written to another table for archival pur-
poses such as reporting or usage analysis. The authentication
store manager 112 may accomplish this by periodically que-
rying the target server’s authentication system for a current
status, receiving requests to delete records from the target
server 106, and/or receiving such requests from the user. The
authentication store manager 112 may also perform the
reverse methodology by logging out downstream target serv-
ers 106 in the event a target server 106 higher in the authen-
tication plan is logged out or in the event such a server revokes
or suspends the user.

The user computer system 102 may perform authentication
steps for different target servers 106 at element 604, such as
by successfully authenticating to a target server 106 such as
the machine hardware (with a power on password), their
operating system, VPN; firewall, database, etc. At element
606, the authentication store manager 112 may store an
encrypted authentication record in the user’s authentication
store 108, as described previously. The authentication record
may include information about performance of the authenti-
cation step, such as indication of its success, a timestamp, an
indication of how many attempts were required, etc. The user
computer system 102 may then attempt to authenticate to a
target server 106 at decision block 608. If such target server
106 does not require an authentication plan, the method may
return to element 604 for performing the authentication step
and storing an authentication record based on the performed
step.

If'the target server 106 does require an authentication plan,
the authentication store manager 112 may receive a request
for the current authentication plan from the target server 106
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at element 610. As described previously, the current authen-
tication plan may include an authentication record for one or
more authentication steps for servers at previous layers of
authentication to the target server 106. The authentication
records included in the current authentication plan are thus
the expected authentication records for the user (i.e., what the
target server 106 expects the user to have done). The authen-
tication plan manager 112 may then at element 612 access the
authentication plan for the user and may then transmit the
expected information from the authentication plan to the tar-
get server 106 at element 614.

After the information from the authentication plan has
been transmitted, the user computer system 102 and its
authentication store manager 112 may receive at element 616
an indication of whether access was granted by the target
server 106. If access was granted at decision block 618, the
method of flow chart 600 either terminates (and the user
performs whatever task they were seeking access to accom-
plish) or returns to element 604 for performing an authenti-
cation step at element 604. If access was not granted at deci-
sion block 618, the authentication store manager 112 may be
notified that they are accessing via an unauthorized authenti-
cation plan. Ifthe authentication plan needs to be changed, the
method continues to element 620 where the authentication
store manager 112 may resolve any authentication plan mis-
match with the target server 106, after which the method
terminates. If the authentication plan needs to be changed,
that will typically require administrator intervention in coor-
dination with the user, which may be implemented in any
fashion, such as by requiring extra authentication such as via
a secret passphrase, a smartcard, or other authentication
method. This helps prevent someone spoofing the user to
request the authentication plan be changed to something
easier for the spoofer (or hacker) or as a denial of service
attack.

FIG. 7 depicts an example of a flow chart 700 for authen-
ticating a user by a target server to some embodiments. The
method of flow chart 700 may be performed, in one embodi-
ment, by components of the cascading authentication system
100 such as the authentication plan manager 110 of a target
server 106. Flow chart 700 begins with element 602, receiv-
ing a request from a user computer system 102 for the user to
authenticate to the target server 106. At decision block 704,
the authentication plan manager 110 may determine whether
the particular user desiring to authenticate to the target server
106 requires matching an established authentication plan. If
no authentication plan is required, the method may advance to
element 722, where the user is authenticated in a standard
fashion (i.e., verifying their authentication credentials), after
which the method terminates. If an authentication plan is
required, the method continues to element 706.

At element 706, the authentication module 308 of the
authentication plan manager 110 may access the stored
authentication plan for the user that is stored in the authenti-
cation plan repository 306. The user computer system inter-
face module 304 may transmit at element 708 a request for an
authentication plan to the authentication store manager 112.
The authentication plan manager 110 may receive an indica-
tion from the authentication store manager 112 at element
710 of whether a current authentication plan exists in the
authentication store 108. If a current plan does not exist at
decision block 714, the method continues to element 724,
where the authentication module 308 denies access to the
target server 106 and attempts to resolve any authentication
plan mismatch with the authentication store manager 112. For
example, if the attempt is the user’s first attempt to authenti-
cateto the target server 106 (or after areset), an authentication
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plan create method may be invoked to work with the user to
develop an authentication plan for the target server 106. Alter-
natively, as described previously, the user may be requested to
provide additional authentication credentials, such as a pass-
phrase, in order to authenticate.

If a current authentication plan does exist at decision block
714, the authentication plan manager 110 may at element 716
request the authentication records relevant to the stored
authentication plan from the authentication store 108 via the
authentication store manager 112. At element 718, the
authentication plan manager 110 may receive the current
authentication plan (or the subset of authentication records of
the current authentication plan that is required to match the
stored authentication plan).

The authentication module 308 may at decision block 720
compare the stored authentication plan with the received cur-
rent authentication plan to determine if they match suffi-
ciently for the user to be allowed access. In some embodi-
ments, the authentication module 308 may require an exact
match between the stored authentication plan and the current
authentication plan in order to allow access. In other embodi-
ments, the authentication module 308 may make a more
sophisticated analysis, such as by analyzing the timestamps
of authentication events in the current authentication plans
(and rejecting those that are too long ago in time), analyzing
the matter of authentication for previous authentication
events (e.g., rejecting those that show a suspicious pattern,
such as too many attempts before authentication), or other
types of analysis.

If the authentication module 308 determines at decision
block 720 that a match exists, the method continues to ele-
ment 722 where the user may be authenticated in a standard
fashion (such as by requiring particular authentication cre-
dentials), after which the method terminates. If no match
exists, the method of flow chart 700 continues to element 724
for resolving an authentication plan mismatch, as described
previously, after which the method may terminate. The
method of flow chart 700 may thus provide for improved
authentication of a user to a target server 106 by comparing
the user’s current authentications to a previously established
authentication plan and requiring a sufficient match to allow
the user to authenticate in the standard manner.

It will be apparent to those skilled in the art having the
benefit of this disclosure that the present invention contem-
plates methods, systems, and media for authenticating users
to a server based on previous authentications to other servers
by the user. It is understood that the form of the invention
shown and described in the detailed description and the draw-
ings are to be taken merely as examples. It is intended that the
following claims be interpreted broadly to embrace all the
variations of the example embodiments disclosed.

What is claimed is:

1. A method for authenticating a user to a target server, the
method comprising:

receiving, by a computer system having at least one pro-

cessor coupled to memory, a request from a user com-
puter system to authenticate the user for access to a
target server at level N of N levels, wherein N is a
positive integer of at least 2, wherein N target servers are
sequentially nested at respective levels of the N levels
denoted as levels 1 through N sequenced from lowest
level to highest level, and wherein authentication of the
user for access to the target server at level N requires
prior authentication of the user for access to the target
server at level 1 if N is 2 or for access to the N-1 target
servers at the respective levels 1 through N-1 if N is at
least 3;
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accessing, by the computer system, a stored authentication
plan associated with the user, the stored authentication
plan having one or more authentication records each
having expected information relating to authentication
of the user for access to the N-1 target servers at the
respective levels 1 through N-1;

receiving, by the computer system, an indication of
whether a current authentication plan exists in an
authentication store, the current authentication plan hav-
ing one or more authentication records, each authenti-
cation record having current information relating to
authentication of the user for access to the N-1 target
servers at the respective levels 1 through N-1;

in response to having received a determination that the
current authentication plan exists, (i) requesting, by the
computer system, the current authentication plan and (ii)
receiving, by the computer system, the current authen-
tication plan from the authentication store;

determining, by the computer system, that there is at least
a partial match between the stored authentication plan
and the current authentication plan; and

authenticating in response to said determining that there is

at least the partial match, by the computer system, the
user for access to the target server at level N.

2. The method of claim 1, wherein said determining that
there is at least the partial match comprises determining that
there is at least the partial match based on analyzing authen-
tication events.

3. The method of claim 1, wherein the method further
comprises:

determining, by the computer system, that there is a mis-

match between the stored authentication plan and the
current authentication plan; and

resolving, by the computer system, the mismatch.

4. The method of claim 3, wherein said resolving the mis-
match comprises requiring additional authentication infor-
mation.

5. The method of claim 3, wherein said resolving the mis-
match comprises invoking a process to modify or create a new
authentication plan.

6. The method of claim 1, wherein each of the one or more
authentication records of the authentication plan and the cur-
rent authentication plan comprise a server identifier and an
authentication event fact.

7. The method of claim 1, wherein the at least the partial
match is an exact match.

8. The method of claim 1, wherein N is at least 3.

9. A computer program product for authenticating a user to
a target server, said computer program product comprising:
one or more computer readable storage devices and program
instructions stored on the one or more storage devices,
wherein the program instructions stored on the one or more
storage devices comprise:

program instructions to receive a request from a user com-

puter system to authenticate the user for access to a
target server at level N of N levels, wherein N is a
positive integer of at least 2, wherein N target servers are
sequentially nested at respective levels of the N levels
denoted as levels 1 through N sequenced from lowest
level to highest level, and wherein authentication of the
user for access to the target server at level N requires
prior authentication of the user for access to the target
server at level 1 if N is 2 or for access to the N-1 target
servers at the respective levels 1 through N-1 if N is at
least 3;

program instructions to access a stored authentication plan

associated with the user, the stored authentication plan
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having one or more authentication records each having
expected information relating to authentication of the
user for access to the N-1 target servers at the respective
levels 1 through N-1;

program instructions to receive an indication of whether a
current authentication plan exists in an authentication
store, the current authentication plan having one or more
authentication records, each authentication record hav-
ing current information relating to authentication of the
user for access to the N-1 target servers at the respective
levels 1 through N-1;

program instructions to, in response to having received a
determination that the current authentication plan exists,
(1) request the current authentication plan and (ii) receive
the current authentication plan from the authentication
store;

program instructions to determine that there is at least a

partial match between the stored authentication plan and
the current authentication plan; and

program instructions to authenticate in response to a deter-

mination that there is at least the partial match, the user
for access to the target server at level N.

10. The computer program product of claim 9, wherein the
program instructions to determine that there is at least the
partial match comprises program instructions to determine
that there is at least the partial based on analyzing authenti-
cation events.

11. The computer program product of claim 9, wherein the
program instructions stored on the one or more storage
devices comprise:

program instructions to determine that there is a mismatch

between the stored authentication plan and the current
authentication plan; and

program instructions to resolve the mismatch.

12. The computer program product of claim 11, wherein
the program instructions to resolve the mismatch comprises
program instructions to require additional authentication
information.

13. The computer program product of claim 11, wherein
the program instructions to resolve the mismatch comprises
program instructions to modify or create a new authentication
plan.

14. The computer program product of claim 9, wherein
each of the one or more authentication records of the authen-
tication plan and the current authentication plan comprise a
server identifier and an authentication event fact.

15. A computer system for authenticating a user to a target
server, said computer system comprising: one or more pro-
cessors, one or more computer readable storage devices, pro-
gram instructions stored on the one or more storage devices,
and one or more memories, wherein the program instructions
stored on the one or more storage devices are configured to be
executed by the one or more processors via the one or more
memories, wherein the program instructions stored on the one
or more storage devices comprise:

program instructions to receive a request from a user com-

puter system to authenticate the user for access to a
target server at level N of N levels, wherein N is a
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positive integer of at least 2, wherein N target servers are
sequentially nested at respective levels of the N levels
denoted as levels 1 through N sequenced from lowest
level to highest level, and wherein authentication of the
user for access to the target server at level N requires
prior authentication of the user for access to the target
server at level 1 if N is 2 or for access to the N-1 target
servers at the respective levels 1 through N-1 if N is at
least 3;

program instructions to access a stored authentication plan
associated with the user, the stored authentication plan
having one or more authentication records each having
expected information relating to authentication of the
user for access to the N-1 target servers at the respective
levels 1 through N-1;

program instructions to receive an indication of whether a
current authentication plan exists in an authentication
store, the current authentication plan having one or more
authentication records, each authentication record hav-
ing current information relating to authentication of the
user for access to the N-1 target servers at the respective
levels 1 through N-1;

program instructions to, in response to having received a
determination that the current authentication plan exists,
(1) request the current authentication plan and (ii) receive
the current authentication plan from the authentication
store;

program instructions to determine that there is at least a

partial match between the stored authentication plan and
the current authentication plan; and

program instructions to authenticate in response to a deter-

mination that there is at least the partial match, the user
for access to the target server at level N.

16. The computer system of claim 15, wherein the program
instructions to determine that there is at least the partial match
comprises program instructions to determine that there is at
least the partial based on analyzing authentication events.

17. The computer system of claim 15, wherein the program
instructions stored on the one or more storage devices com-
prise:

program instructions to determine that there is a mismatch

between the stored authentication plan and the current
authentication plan; and

program instructions to resolve the mismatch.

18. The computer system of claim 17, wherein the program
instructions to resolve the mismatch comprises program
instructions to require additional authentication information.

19. The computer system of claim 17, wherein the program
instructions to resolve the mismatch comprises program
instructions to modify or create a new authentication plan.

20. The computer system of claim 15, wherein each of the
one or more authentication records of the authentication plan
and the current authentication plan comprise a server identi-
fier and an authentication event fact.
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